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Asymmetric encryption

Symmetric encryption _ .
E-signature - Public Key Infrastructure - PKI
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Message m< p

Asymmetric Signing - Verification Asymmetric Encryption - Decryption
Sign(PrKa, m)=G =(r, s) c=Enc(Pukx, m)
V=Ver(PuKs, m, 6), Ve{True, False} = {1,0}  m=Dec(Pris c)

Alice Sl Bob
TRA = PuKa=a
Helo L » sign O Hello — Encrypt“h
Alice's s Alice's
m 7 _ private key m * public key
m<p Boh ) m<p ssns‘ssz’f}c {E
e } G ‘oseoscj- 5 D
Bob Alice
v PuKa=a ¢ Prka = x
Hello W Hello =
Bob i Alice's Alice! e Alice's
public key private key
¢
RSA Cryptosystem:
Euler totient function ¢(n): defines number of numbers z less than n that gcd(z,n)=1.
$(n) = ="y.
If n=p*q where p,g-primes then ¢(n) = ¢ = (p-1)*(g-1) = fy.
Let n=3*5=15 --> ¢(n) = ¢ = (3-1)*(5-1) = 2*4 = 8 = fy.
Euler theorem. If gcd(z,n)=1 then 74547”/’(?7 7o Eter Thearem
Z¢= 1 mod n X esils ajee m%//wrf@o’
) wiod ¢,
Lo =41,2,2, .., 44Y € mipd A< s
Multiplication 15 A

Tab. Z15

*» 1.2 3 4 5 6 7 8
1 1 2 3 4 5 6 7 8

9,10 11 12 13 14
10 11 12 13 14

111_005 PKCS_RSA-AKAP+ Page 2



—

* 1 2 3 4 6 8 9710 11 12 13 14
1 1 2 3 4 6 7 8 10 11 12 13 14
2 2 4 6 8 10 12 14 3 5 9 11 13
3 3 6 9 12 0 3 6 9 12 9 12
4 4 812 1 5 9 13 2 6 10 14 7 11
5 510 0 510 0 5 10 0 5 10 5 10
6 6 12 3 9 0 6 12 3 9 0 6 12 3 9
7 7 14 6 13 5 12 4 11 3 10 2 1 8
8 8 1 9 10 3 11 4 12 5 13 14 7
9 9 312 6 0 9 3 12 6 0 9 3 12 6
10 10 5 0 10 5 0 10 5 0 10 5 O 10 5
11 11 7 14 10 6 2 13 9 5 1 12 8 4
12 12 9 3 012 9 6 3 12 6 3
13 13 112 9 7 5 3 1 14 12 10 8 4 2
14 14 13 12 11 10 8 7 6 5 4 2 1

254 key Cﬁrwﬂmﬁwﬁ: f A o
- b/ Z 0 =A02 44,
‘ re kil ot et | Q| = /fOZL/, 7

é :QM;?A( p;o::t’i}{zp @mﬂ /?é; is conyp ted & P(n)= =(p-1)-(9 1)=

3. Rawdowr Reh exponent & ¢ 4d (€;¢) { is computed,
Ac(ﬁk&/o j ‘o RSA ;fﬂWQ/M e = 2 +1 >> e=2716+1

e = 65537

Y. The inverese elemenl to & mﬂﬁ/¢ Ls WM///MZ@’/ S >>isprime(e)
o= & modd = o e mod @ = 1. e

5 Drlk=d; Puk=({,¢e).

We we |n|=28 btz [Pl =\q | = 1ubits

Key Generation

>> p=genprime(14)
p = 11491

>> g=genprime(14)
q = 14087
>>n=p*q
n=161873717
>>e=2"16+1

e =65537

>> fy=(p-1)*(q-1)
fy = 161848140

>> d=mulinv(e,fy)
d =34529513
>>mod(e*d,fy)
ans=1
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RSA textbook encryption
204Y%

Wl — message w £ n N2 5 ‘ml< 2048 bils
m mpd N = " // |
R o Pul ﬁ : Pwl%:(mae); PrKA:d,

>>mm=mod_exp(c,d,n)

_ e |
c :;;y,c(P,/,L(A ?W\>:m i p D@C(PrKA, C) =m = mm = 111222333

>> m:int64(111222333}—/c——’—‘>
m =111222333

>> c=mod_exp(m,e,n)
c=51722206

= M ad ) =1 rocdn =
R5A 4extbook @M&rﬁo’h‘aﬂ % ol (i oaiseAd — iz Wﬁf,ﬁ{—oéﬁlisﬁt,
RSA textbook signature
A Fuk=(n,€); Pri=d.
M~ message > W < 1N —D W’W”:m

) w7 G/ =
6= 6(4M (/PrKA) m) = ’ ¥ PMKA (ye) [ True = 4
= m” wod n \/%(PM%AJ 6’7*’}’))’ False = 0
>> sigma=mod_exp(m,d,n) 66 VW&D/ = >>ver=mod_exp(sigma,e,n)

sigma = 149550780
ver =111222333

= Q/V)d)é med 1) =
= m?¢ " dn
= wrmdn =m
j)[ ' = m, than
§i7%a/‘éuh& E Jormed

é‘( G/ GON“%/WMOQ% 4o
iessage tecoV ity Pulc, = (0 €) = True

QL) textbook sigratnee ic
9?‘_7;,4%4/1/;@, b"lf/y

RSA AKAP

br K= olas pMMA\:@)A?QA)" Pr(/(g:dg) H MB:CHB?QB)O
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AKAP wsing BEA sugnatire

PMKAT;(WB;6>)‘ PfV\A:dA' Pwkgrcﬂepe)spfkgfd .
Pulka P4
A (- pand (.Z;’)
(? ‘medp = T B/A- -t _ ) _.6;“. z A " *
fg — ‘6VB e ._6\’5 =LV ;
., - 2= Q nood p
'I*f.-.;ﬁ :({-BJ wvined p = by = (‘fA)P naod p =
.-:(g'"’)'”‘r moed = %Jr'”'”rwpd,l? ::((;j wigd — gvmﬂﬂr o
I:{"r:'.'l\ = Ir{ = '!{5'-'*.'".
NSign(cly £a) = 0 ovgr(wM@,fA)e{mia
/ _ @A . A
) = @A)dAVwod N U = (GAB mod = (/b"‘> wrod 1
1
2) Ve (PMMB,537%B) éc{:{lo} :75,4 mod! Ng = tA
I _ e ) _
| — (6}> "mod ng = Za 2) 5Lﬁ"/’(dg,‘55)_6§
— u _ %
3) ki =@p) mod p 3) ken = (Za) M%?(/D
K/\AB — L{ — VBA
>> p=genstrongprime(27) >> u=int64(randi(2727-1)) n=161873717
p = 110918987 u = 48423797 >> signA=mod_exp(tA,d,n)
>> q=(p-1)/2 >>tA=mod_exp(g,u,p) signA = 20854858
g = 55459493 tA = 14603504 >>
>>g=2 >>n >> ttA=mod_exp(signA,e,n)
g=2 n=161873717 ttA = 14603504
>> mod_exp(g,q,p) >> signA=mod_exp(tA,d,n)
ans = 110918986 sighA = 20854858
Till this place

The "Hash-and-Sign" Paradigm.
The hashed RSA signature scheme can be viewed as an attempt to prevent certain attacks on the

textbook RSA signature scheme.
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M — message to be sijmed :

M|~ 4&B

But siguatute wgt be placed o7 1M < ne \m <2048 bis.
H(M>: h [h| =256 bt => {%1420%25,7%.

Signatwee 15 placen 2 b alnl
éij’ﬂ(Pﬂ(A) [4) = W’wiodrn = 6\;

A, M6 L B lk=(n,e)

Il w28 =0 |pl=19g\=177 bite

>> p=genprime(14)

p = 8863

>> g=genprime(14)

q =9497

>>n=p*q

n=384171911

>> dec2bin(n)

ans =101 0000 0100 0101 1100 1000 0111

£ =H(MD.

2. \/%’(PMKAJG)\L , 1,,‘>: 4

Vor( V=1 id h'=H(M)=h

1% h'=th = M= M.

3. R tewst +hat M e auvlherili.

>>e=2"16+1

e =65537

>> isprime(e)
ans=1

>> fy=(p-1)*(q-1)

fy = 84153552

>> ged(e,fy)

ans=1
>>e_ml=mulinv(e,fy)
e_m1l=18083441
>>mod(e*e_m1,fy)
ans=1

>>d=e_m1l

Homomorphic property o‘é PsA cl‘y/v-fﬁ‘f%ﬁzm

Emrwﬁion Let wmy , my de messages v fe erergpted
Led wm = @) wiod 1
Enc CPMVA) mwl) = C = VY)QVWWQ/V) :G’Wi' mzjemca?m =

= m© - mf Jmwd n = Ene (Hidlyy m) . Ene (G, m,) med n,

Ce Ca
C = Ci@Cz vaﬁ/ﬂ
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Signung. let m = mon ot 1.
) d = Vn'm)dmwdr):
Sug(PrL(A,m):SZ mpod n = (M "

= m7 f ﬁw -Sig(P;KA,mz) o 1.
Su 2

S = 5,05, mﬁd n.
&’oﬂemﬁ%ﬂ/ vsOrmor ] hic W’Dpﬁfy

En ow/yﬁ&m.

4 m* = v, - W2 & "= wy+ Wy

EV\C (PHK) VV)*) = C*: C;" C’; :EWé(PV[K7 mJ)'EV‘C (PMM) Vﬂz)

Enc CQ/ k) m+) = C+: C;“' C; — EM(PMK> VV)4>+EV)¢ (PMMS le)
Pas ol Porlliet ens, /f,%
4 =@ m, = Ene(plom)= ¢ =06
¢, =Enc(pl, Vm))' C, = Ene (Pl s ""z).
Sighing. Enc —= 5% & Ak — kK

—

Security:
1.Hardness of factoring.

y " en Tron &
¥ N=p9, Whefe P17'mezé., the R%A crep
ﬁgmlwg (s secure L‘f the %Or(jﬂﬂw/j H‘@[ n s a hazd pmé’&m.

- %4 (SN

>>M‘;t4b(h) Z = d;ﬂfi' Pz l’ _ . 'PXI
ot

?ﬁ EE 0 A

P 4 5 indeangle with VWV?/?MWZMW sz?//s,

P/j o %W Fom I8M wr/m/nf/pm V;%&(M Y24 W 9% %uﬂhﬁ/l/h
oryffaw,&%[e.

[ yftict Based avd Hidden Field Eguationt besgd £S are
reconed +v le resistant 4y gWYWVV/ vyt anet.

4="*w’



Breakiv R/ oy %&mfvhﬁ NZZ 40% .
o p g ae gond, when v =p-g —p Fugloy Toticor?
Funcitlon @ com fe compuden = ¢(n) =(p-1):(44)=¢
L5 W/M/V%fm’ == havind D lc=(0s¢) the Pk=d car bz
wompitedd by the relotivg 2:d =4 mod .

this corn “Z%[ﬂm/v (

5 A AWE ning clnssjial MM/WZL%S
4 dactoring of 1 vs kuown, Then Rsh C5 is ttally
beeaked —= totat brealitng means [l recovomy (comprom: s.)
>> o = VV)V{/EMVCQJ¢) 4 Ad=2"pniod ¢

, e Gul

f:;u;g Z; ﬁfm A vonse F wordd lile to withalzaw

qrom  Bank. K R BkEDe); Prik=d
fre t - randl |
n=m- flemﬂﬂ/ r s St:%(/}ﬂkj }4) =

= J\/ldmpﬂ/ rn =

= mdo tedw/iﬁd n=
i.{impdm: St :W)”/ai wrod V1
= W)O.[/%/kaﬁﬂ n=
=m? =g m, Bm Selleh

Till this place

2.Vulnerabilities.
2.1.Common modulus attack in

encryption.
2.2.Forging signatures.

Non-randomness property

Necessity of probabilistic encryption.
Encrypting a message with textbook RSA always yields the same ciphertext, and so we
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actually obtain that any deterministic scheme must be insecure for multiple encryptions.
RSA padded encryption

PKCS # 1 v1.5. A widely-used and standardized encryption scheme, RSA Laboratories Public-Key
Cryptography Standard (PKCS) # 1 version 1.5, utilizes what is essentially padded RSA encryption.

Hardness of factoring assumption serves as a useful bacground to the secure construction based
on RSA padding.
One simple idea is to randomly pad the message before encrypting.
For a public key PuK = (n, e) of the usual form, let k denote the length of n in bytes; i.e.,
k is the integer satisfying 281 < n < 2 8k,
Messages m to be encrypted are assumed to be a multiple of 8 bits long, and can have length up
to k - 11 bytes.
Encryption of a message m that is D-bytes long is computed as
¢ = (00000000| |00000010] | r| |00000000| |m)®¢ mod n //concatenation
where ris a randomly-generated string of (k - D - 3) bytes, with none of these bytes equal to 0.

Common modulus attack Il. The attack just shown allows any employee to

decrypt messages sent to any other employee.

This still leaves the possibility that sharing the modulus n is fine as long as all
employees trust each other (or, alternatively, as long as confidentiality need only be
preserved against outsiders but not against other members of the company) .

Here we show a scenario indicating that sharing a modulus is still a bad idea,. at least
when textbook RSA encryption is used.

Say the same message m is encrypted and sent to two different (known)

employees with public keys (n, e1) and (n, e2) where el # e2.

Assume further that gcd(el,e2)=1.

Then an eavesdropper sees the two ciphertexts c1 = mel mod n and c2 = me2 mod
n.
Since gcd(el, e2 ) =1, there exist integers X, Y such that X(el) + Y(e2) = 1.

Proposition 7.2. Moreover, given the public exponents e; and ey it is possible

to efficiently compute X and Y using the extended Euclidean algorithm (see

Appendix B.1.2). We claim that m = [¢7* - ¢} mod N], which can easily be

calculated. This is true because

X Y Xei+Yeq =2 ml

e - =mXermYe = m’ = m mod N.

Thus it is much better to share the complete key than part of it.

This example and those preceding it should serve as a warning to only ever
use RSA (and any other cryptographic scheme) in the exact way that it is specified.
Even minor and seemingly harmless modifications can open the door to attack.
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RSA Textbook signature

Forging a signature on an arbitrary message. A more damaging attack
on the textbook RSA -signature scheme requires the adversary to obtain two
signatures from the signer, but allows the adversary to output a forgery on
any message of the adversary’s choice. Say the adversary wants to forge a
signature on the message m € Z), with respect to the public key pk = (N, e).
The adversary chooses a random m; € ZY%;, sets my := [m/m; mod NJ, and
then obtains signatures o; and o2 on m; and mso, respectively. We claim that
o :=[o1-02 mod N] is a valid signature on m. This is because

0° = (01 - 02)° = (m§ - m%)® =m$% - m5% = mymy = m mod N,
using the fact that o;, o2 are valid signatures on mj, ms. This constitutes a
forgery since m is not equal to m, or ms (except with negligible probability).

Being able to forge a signature on an arbitrary message is clearly devas-
tating. Nevertheless, one might argue that this attack is unrealistic since an
adversary will never be able to convince a signer to sign the exact messages
my and ms as needed for the above attack. Once again, this is irrelevant as far
as Definition 12.2 is concerned. Furthermore, it is dangerous to make assump-
tions about what messages the signer will or will not be willing to sign. For

The "Hash-and-Sign" Paradigm.

The hashed RSA signature scheme can be viewed as an attempt to prevent
certain attacks on the textbook RSA signature scheme.

We omit considerations of these attacks.

But nevertheless, in general, it is not proved this signature to be secure.

RSA offers another advantage relative to textbook RSA: it can be used to sign
arbitrary-length bit-strings.

In any case the randomization of signature should be implemented.
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